o UserLock

Provide any on-premises or
hybrid Active Directory
environment with secure
employee access to corporate
networks and cloud
applications, no matter where
they work.
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O UserLock’

« The wonderful thing
about standards is that
there are so many of them
to choose from. »

Rear Admiral Grace Murray Hopper,
Pioneering computer scientist




o UserLock
OUR APPROACH

UserLock provides enterprise-caliber access management for on-premises and
hybrid AD environments of any size that want a cost-effective, easy-to-use and
scalable solution to protect employee access to the corporate network and
cloud applications, no matter where they work.

EASY TO USE NON-DISRUPTIVE EASILY ADOPTED COST EFFECTIVE
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ACTIVE DIRECTORY TWO
FACTOR AUTHENTICATION
& ACCESS MANAGEMENT

real-tame morstoring and reporting,




MULTI-FACTOR
AUTHENTICATION

Verify and protect the identity of all
users with strong two-factor
authentication on Windows logon,
Remote Desktop (RDP & RD Gateway),
lIS, VPN and Cloud Apps.

~

UserLock supports authenticator applications
and programmable hardware tokens such as
YubiKey or Token 2.
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Properties forbob X

General

Window Help

Multi-factor authentication

For this account, multi-factor authentication is Enabled -
Workstation connections | Server connections } Skip option

Connection types All v

This account will be asked to use MFA: (O Never

) When logging on from a new IP address (once per address)

At every logon
At the first logon of the day (once per IP address)

Every day(s)

After day(s) since the last logon from this IP address










SINGLE SIGN-ON

UserLock provides SAML federated
authentication to Microsoft 365 and
Cloud Applications, using on premise
Active Directory (AD) identities.




CONTEXTUAL
ACCESS CONTROLS

Reduce the risk of
inappropriate access. Limit
who can logon when, from
where, for how long, and how
frequent, and restrict specific
combinations of logon types.

Protected accounts
Multi-factor authentication
User sessions

Single Sign-On

Customize messages

Server properties

ocumentname || | |

(>_) (S) File Tools Window Help

Configuration | Properties forbob X

General

Account name !bob

Number of initial access points allowed

 Initial access points

Number of concurrent sessions allowed

 Workstation sessions iLimited to

- Terminal sessions {Not configured ~

. Total interactive sessions

) Wi-Fi / VPN sessions Limited to

IIS sessions |Not configured 'i

' SaaS sessions iNot configured 'J]

Advanced custom session limits

Number of advanced limits defined: 0

‘Not configured ~ ‘ Allow to logoff an existing session if the number of allowed sessions has already been reached

‘Not configured ~| Allow only one unlocked interactive session

Not configured ~| Display the welcome message

‘Enabled " Warn users in real time of all connection events involving their credentials

Concerned events: {10 event(s) v







THE USERLOCK WEB
APPLICATION

Monitor and respond to network
sessions quickly, easily and from
anywhere. Simplify daily management
and widen UserLock access for all IT.







COMBINING SSO WITH MFA TO PROTECT ALL ACCESS

SYMTA Piéces was looking to enable single sign-on
(SSO) and multi-factor authentication (MFA) for Office
365 using on-premises Active Directory (AD)
credentials.

UserLock SSO now streamlines login to various Office
365 apps, and reduces the burden on employees of
entering complex passwords multiple times a day. The
IT team can choose how often to prompt for MFA at a
granular level - setting a lower frequency for on-site
access, but asking for MFA at each connection for
remote access.
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MFA WITH YUBIKEY FOR QUEBEC POLICE &




MSP CHOOSES USERLOCK FOR

INSURANCE-APPROVED, ON PREMISE MFA

A Minnesota-based MSP that served small and large
enterprises needed an Insurance-approved MFA solution.

The solution needed to work without an internet connection,
handle all access attempts to the network, support both
YubiKey and mobile phone authentication, and be
customizable for different user access policies.

Hosted on-premises and linked directly to Active Directory,
UserLock was found to be easy to implement, lightweight for
users, and secured access without impeding employee
productivity.
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ACTIVE DIRECTORY MFA FOR US CITY KR
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FOLLOWING A RANSOMWARE ATTACK

The City of Keizer needed to strengthen their access
security after being hit by a ransomware attack.

To comply, the Department had implemented Duo 2FA,
but they didn't find it to be very easy to set up or user
friendly. So, they sought a new solution that they could
easily deploy across all user and administrative accounts,
from all departments.

According to the City, UserLock is an IT managers' dream: How Does MFA Help
the deployment and implementation were flawless, zero Prevent Ransomware
complaints from end-users, easy-to-use, affordable and it
integrates simply with Active Directory.
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https://www.isdecisions.com/how-mfa-help-prevent-ransomware/
https://www.isdecisions.com/how-mfa-help-prevent-ransomware/

MEETING THE CENTRAL BANK OF KUWAIT'S

COMPLIANCE POLICY

Following an audit by the CBK, an emerging bank was
found not to have a solution in place to restrict active
directory concurrent sessions.

With UserlLock, IT administrators can set and enforce access
rules that restrict from where, when and how long an
authenticated Active Directory user may logon.

The complete UserLock set up was done in a single day and a;; = i | = =8 E
the team was able to easily integrate it into the bank’s J e =7
system. With compliance now achieved for concurrent

sessions, the bank is looking at implementing MFA and other

contextual access restrictions to secure employee’s access.
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MANAGING ACCESS FOR HUNDREDS OF USERS

AT A LEADING REAL ESTATE COMPANY

The IT Team at Orange Coast Title Company needed
to be able to remotely manage users’' sessions and
comply with many regulations around multi factor
authentication..

UserlLock’s real-time visibility and reporting into all
users’ sessions gave administrators the overview they
were looking for, and the ability to quickly review and
respond to any incident or event.

UserLock's MFA proved to be a game-changer for the
IT team as it represents one of the functionalities most
demanded by many regulations.
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OFFLINE MFA FOR REMOTE WORKING | poBes PETERBILT

Dobbs Peterbilt needed to be sure that their senior
employees who worked remotely and travelled

extensively were secured as much as possible. \

IT required MFA at login on all remote connections,
even when offline. UserLock MFA requires no internet 4
connection and can prompt users for a second
authentication factor when connecting via RDP or VPN.

With MFA in place wherever remote users are working,
access is secured and auditors are satisfied.
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EASY TO INSTALL MFA FOR A LARGE ENTERPRISE

With over 2000 employees working remotely, MFA
protection was needed, with or without a secure

network connection. N —
‘ T Ll
: 2 E‘::‘ !. o 7 '

UserLock proved easy for the IT Team to install and | ) oy ot 3
configure across multiple sites to protect on-site and ! 5 28 =Tl Z I .
remote access. Opting to use Google Authentication \ * > ;'?‘t _j e J s
App , users found the self-enrollment process quick /\\ | 1 L i‘ s pas .= gl
and simple. \ 3 a ‘l ” G o P

“! I ] i\ | ! | _

With MFA in place wherever remote users are working,
access is secured, even for offline access.
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UserLock is a great software that has simplified our working day. Employees worR in
large, open-space offices, where no user has their own machine. UserLock allows us
to verify that the user who authenticates is who they say they are. We also found the
reports to be an extremely useful tool. The visibility on all user connection events
provides us a central audit across the whole network. With this they could easily
view the start and end of a session opened on the network to spot any anomalies or
suspicious behavior,

José Miguel Villafuerte
IT Infastructure Manager, Teleperformance, Mexico









It was very easy to add two factor authentication for our in-house AD users with
UserLock. This was a huge compliance requirement in our organization. The real -
time insight regarding user logons gives administrators the best way to know if any
unauthorized login is happening. Also with the help of limiting number of sessions for
the elevated users, this tool helps to manage secure elevated access.

5 Star Review on Gartner Peer Insights
Senior System Administrator, United States









Great product and best price/value on the market. The product was very easy to
setup and use for our organization. The features included were exactly what we were
looRing for to meet compliance regulations and improve risk management.

5 Star Review on Gartner Peer Insights
Senior IT Project Manager in Professional Services, United States
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« The perfect access security
partner for Windows Active
Directory environments. »

7

IT SECURITY

THE SITE FOR OUR COMMUNITY
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HOW USERLOCK WORKS

GENERAL PROCESS DESCRIPTION (1/2)

The user enters their credentials to log on or to
establish a connection to the domain network.
These credentials are verified and validated
against Active Directory. If the authentication
process fails, the connection will be refused
by Windows and UserLock does not
intervene. The agent will however notify the
UserLock server about this logon failure.

Different agents are available depending on the
connection type to be audited and the technology
used to configure these connections. The general
process is the same regardless of the agent type.
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TRY AUTHENTICATION
TO ACTIVE DIRECTORY

USER LOGON
ATTEMPT
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Active Directory
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HOW USERLOCK WORKS

GENERAL PROCESS DESCRIPTION (2/2)

If the authentication is successful, the
UserlLock agent will transmit to the
UserLock server all information about the
context of the connection requested. The
UserlLock server will then process and
analyze the data transmitted by the agent to
check access control rules, trigger any alerts,
refresh session information and save the
user connection event in the database. The
server then communicates its decision to
the agent regarding the acceptance or
refusal of the connection requested.
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HOW USERLOCK WORKS
IN HIGH AVAILABILITY

USERLOCK BACKUP SERVER

The UserLock Backup server regularly
synchronizes its configuration and its
sessions database with the Primary
server. If the Primary server has an
issue, then the Backup server will
automatically maintain the sessions
activity monitoring and control of the
network protected zone.

ACTIVE DIRECTORY
AUTHENTICATION

USER LOGON
ATTEMPT
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Active Directory
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LOGON REFUSED BY
ACTIVE DIRECTORY
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HOW USERLOCK WORKS

ACROSS MULTIPLE SITES

It is possible to install UserLock to monitor
multiple sites. The diagram shows how the
agents installed on workstations will all
contact the same UserlLock service to allow
for a centralized management.

UserlLock service will contact the first
available DC at the time of the user login.

If you would like to force the UserLock
service to contact a specific DC, you can
configure this in the advanced setting

DcToContactForServerMember:

SITE 1

Active Directory

UserlLock

Database:

UserLock Backup Server % _II )
(Can be installed on % e ;_Q} H: =

site)
another site) UserLock agent

N1

SITE 2 } / =\ SITE 3
UserLock [Riass T
Primary [sssas -
Server [ALais =gV
IIIII - PEEE =i
lllll - ]
||||| - [EERRET-]
Active Directory Active Directory
oo _Q} oo _{;}
""" = PRRREp=
UserLock agent UserLock agent

Recommended: Install the service on one server, and
deploy the agent to end clients on all sites. This will allow
you to manage all users in one centralized console.




HOW USERLOCK
SINGLE SIGN-ON WORKS

USERLOCK SSO FOR SAAS APPLICATIONS

UserlLock SSO is hosted on premise and
retains Active Directory as the
authoritative Identity Provider.

For access to SaaS Applications, the user
IS authenticated with their existing
on premise credentials.

Users may be prompted for Two-Factor
Authentication, depending on the
conditions that are set.

SaaS Provider
Identities Repository

. <>
% &
SaaS Applications

User / Devices

UserlLock @
Lag
\2 Ha
B J
SSO

Require MFA

On-Premise Active Directory

UserLock supports Service Provider (SP) Initiated SSO.

o The user connects to the SaaS App (SP)

9 Authentication is delegated to the Identity Provider (IdP) using a
SAML request (With UserLock SSO deployed, any Identity Repository
from the SaaS provider is no longer used)

B UserLock SSO authenticates the user with on premise AD credentials

a If successful, UserLock SSO asks UserlLock if an MFA prompt is
needed, and enforces any access restrictions (location, IP address,
and time).

o UserLock SSO returns a signed SAML assertion to the SP with the
answer (access granted or denied)

e SP then allows the user to connect (or not).




HOW USERLOCK
SINGLE SIGN-ON WORKS

USERLOCK SSO FOR MICROSOFT 365

UserlLock SSO is hosted on premise and
retains Active Directory as the authoritative
Identity Provider.

For access to Microsoft 365, the user is
authenticated with their existing on premise
credentials.

Users may be prompted for Two-Factor
Authentication, depending on the conditions
that are set.

Microsoft 365

\ UserLock@
| . o R
SS0

Require MFA

L ]
1
1
—r GO — HH D
P ==
i \ a —
Azure Azure AD Connect On-Premise Active Directory
Active Directory
Azure AD is no longer used for authentication However
certain user properties (such as the ImmutablelD) must
be identical in both repositories. For this light
synchronization, Azure AD Connect Is still required.
=L N
emeoeee- Microsoft 365 contacts Azure AD for authentication. Azure AD informs
Microsoft 365 that authentication is federated and to contact UserLock SSO.
LEX) (21}

With UserLock S50 deployed, Azure AD credentials will not work.
User / Devices At any time, the Microsoft 365 admin can disable the federation to make
Azure AD credentials usable once again. They can also choose

to switch just one user back to a managed domain.




HOW USERLOCK
SINGLE SIGN-ON WORKS

USERLOCK SSO FOR MICROSOFT 365
WITH AZURE AD DOMAIN SERVICES

UserLock SSO can be hosted on a virtual
network and use Azure Active Directory as
the authoritative Identity Provider.

For access to SaaS Applications, the user is
authenticated with their Azure AD credentials.

Users may be prompted for Two-Factor
Authentication, depending on the conditions
that are set.

o UserLock

b 4 Azure

’ ’ Active Directory

Microsoft 365

User / Devices

Microsoft 365 contacts Azure AD for authentication.
Azure AD informs that authentication is federated
and to contact Userlock S50.

UserLock @

J

S50 Require MFA

Azure AD
Domain Services

Virtual Network

UserlLock supports Service Provider (SP) Initiated SSO.
o The user connects to the SaaS App (SP).

o Authentication is delegated to the Identity Provider (IdP)
using a SAML request
9 UserLock SSO authenticates the user with Azure AD credentials

o If successful, UserLock S50 asks UserlLock if an MFA prompt
is needed, and enforces any access restrictions (location,

IP address, and time).

o UserLock SSO returns a signed SAML assertion to the SP

with the answer (access granted or denied)

e SP then allows the user to connect (or not).
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