Manage your

. . :
organization's

users, computers, groups, resources & accounts with
Active Directory Manager Pro (ADMPRO)

CionSystems’ solutions allow businesses

to effectively, efficiently & economically
manage security — for both on premise &
off-premise systems, applications, & data.




CionSystems provides a software management suite that fills critical gaps in Microsoft Azure, Office 365, Microsoft
Exchange and Active Directory (AD) and other non-Microsoft LDAP/Directory, OpenLDAR Linux, Google, Salesforce, laaS
clouds, and Saas offering. We provide a full range of operations, Identity & Access Management, and enhanced security.
CionSystems’ solutions allow businesses to effectively, efficiently and economically manage security — for both on premise
and off-premise systems, applications, and data. The software management suite consists of several distinct software
modules that can be used independently or in any combination depending on the needs of each customer. These modules
are described in detail below.

Active Directory Manager Pro

Active Directory Manager Pro is CionSystems’ flagship product that provides full management of the data and information
contained within an enterprise’s Active Directory environment. Unlike the Microsoft Management Console (MMC) snap-in
for AD, CionSystems’ AD Manager Pro provides a rich, web-based graphical user interface that can be securely accessed
using any browser from anywhere on the network: on premise or via secure remote access methods, such as HTTP/S or
virtual private networking (VPN).

AD Manager Pro allows I.T. staff to delegate administration across various security administrators, business units, or other
delegation models, which is a key gap in Microsoft’s rudimentary tools. In addition, it supports workflows and approval
processes for provisioning and access requests. The combination of secure browser access, delegated administration, and
workflow capabilities solve several key problems that are not addressed by native AD tools:

# Minimize human interaction (and therefore, human error) for repetitive, routine, or complex tasks using built-in
automation, all without the requirement of heavy coding, customization, or scripting

# Create, read, update, and delete all objects managed within AD (users, organizations, resources, groups,
policies, etc.) using single operations via the browser user interface, or in bulk operations by batch import

& Control by role what objects and functions various delegated administrators are allowed to access and invoke
within AD Manager Pro

# Securely manage users, their group memberships, their attributes, and their permissions to applications,
SharePoint, files, printers, etc. across multiple domains

& Support for complex, multi-stage workflows and approvals

® Automated provisioning of AD accounts, including Microsoft Exchange mailboxes, and SharePoint and file/print
permissions using the optional provisioning module

# Better security by providing a centralized application for managing administrative access without requiring
complex cross-domain trust agreements or direct console access that are required when using native AD tools

# Built-in dashboard to view AD health

# 300 plus built-in reports covering General User Reports, Account Status Reports, Logon Reports, Group
Reports, and Service Account Reports, satisfying audit and compliance requirements such as HIPAA, SOX,
GLBA, and others.



Why you need it

Protect your most important asset i.e. Active Directory
Reduce 'Administrative’ accounts

Centralize and standardize AD Management

Easy and efficient audit monitoring

Securely manage user life cycle across multiple
domains
Simplify, reduce workload, automate repetitive tasks

Policy based user provisioning, access management and
de-provisioning

What problem does it solve

Eliminates repetitive, routine or complex tasks associ-
ated with AD management

Automates scheduled management and reporting
activities for IT Administrators

Facilitates Single or Bulk creation, modification and
deletion of AD objects

Acts as an essential resource during Compliance
Audits like SOX, HIPAA, PCI, etc

Allows secure management of all users and objects
across multiple domains

Reduces privileged accounts

Automates user on-boarding, access management
and employee and resource de-boarding

IDENTITY & ACCESS
MANAGEMENT
FOR ON-PREMISE
AND OFF-PREMISE,
HYBRID, CLOUD
ENVIRONMENTS

What Features does it offer
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Directory & Other Security Reports




